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Objective .1

The primary objective of this laboratory is to utilize the Kroll
Artifact Parser and Extractor (KAPE) to perform a rapid live
forensic triage on a compromised Windows machine. The
investigation involves configuring collection Targets, executing
parsing Modules, and analyzing the extracted artifacts to uncover
suspicious activities, external device connections, and execution
.timelines



Configuration Analysis & Phase 1: KAPE Architecture .2
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£ Active machines information IP Address: 10.113.138.51
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kape.exe

You can see twae binaries in this directory, kape.exe and gkape.exe. The first is the CLI version of KAPE, and the
second is a GUI version {symbolized by the 'g' prefix).

gkape.settings stores the default settings of the GUI version,
Get-KAPEUpdate.ps1, as the name suggests, is a Powershell script that checks and downloads updates.

Changelog.txt and Documentation are self-explanatory. We will explore Targets and Modules in the following
tasks.

Windows Security

Answ Virus & threat protection

the questions below

Windows Defender summary

From amongst kape.exe and gkape.exe, which binary is used to run GUI version of KAPE?

v Correct Answer

@ £ Type here to search

:Analysis Step (GUI vs. CLI Validation) .
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Room progress: 18%

v

£ Active machines information IP Address: 10.113.138.51

!Disabled

This director\,’contamsthatyou wantto keep in the KAPE instance, but you don't want them to appear

in the active Targets list.
ILocal

Ifyou have created some [[EEERY that you don't want to sync with the KAPE Github repository, you can place
them in this directory. These can bethatar’especmc to your environment. Similarly, anything not
present in the Github repositary when we update KAPE will be moved mmemrprmry,
a
Microsoft
Edge

Answer the questions below

Whatis the file extension for KAPE [Ty

v Correct Answer

EZtools

KAPE

What type of [ TRRg will we use if we want to collect multiple artifacts with 2 single command?

~ Correct Answer

Module Options v

6‘ KAPE GUI
_ 4 z 48min 8s

:Analysis Step (Target Configurations) .
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Room progress: 27%
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Recycle Bin

Active machines information IP Address: 10.113.138.51 v

» SBECmd.exe 4 ey 4,

& srumeCmd M

& SumECmd.exe 12:04 PM

Notice that most of the binaries present here are from Eric Zimmerman's Tools.

Answer the questions below

What is the file extension of the [P files?

v Correct Answer

What is the name of the directory where binary files are stored, which may not be present on a typical system, but
are required for a particular KAPE Module?

v Correct Answer

KAPE GUI

v
KAPE CLI v
( ; Hands-on Challenge ~
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Text Document

Let's collect triage data using the FECISIEEERY nackage, process it usmgmodule,and answer the questions below. Then we can proceed to learn about the KAPE CLI in the
next task.

Answer the questions below
In the second to last screenshot above, what target have we selected for collection?
Triag v Correct Answer Q

In the second to last screenshot above, what module have we selected for processing?

EZPar + Correct Answer Q
What option has to be checked ta append date and time information ta triage folder name?

~ Correct Answer

What option needs to be checked to add machine information to the triage folder name?

T ~ Correct Answer

KAPECLI

|

Hands-on Challenge

Conclusion

||

:Analysis Step (Triage Parameter Setup) .
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Dasktop\module

when we run [[EESSRERY. it will perform the same tasks as when we ran it through CLI above.

Let's answer the questions belaw and get ready to put our newly learned skills to use in the next task.

Answer the questions below
Run the command in an elevated shell. Take a look at the different switches and variables. What variable adds the collection timestamp ta the target destination?
d v Correct Answer
What variable adds the machine information to the target destination?
n v Correct Answer
Which switch can be used to show debug information during processing?
debu v Correct Answer
Which switch is used to list all targets available?
~ Correct Answer

Which flag, when used with batch mode, will delete the _kape.cli, targets and modules files after the execution is complete?

v Correct Answer @

Hands-on Challenge v

:Analysis Step (Command-Line Switches Optimization) .
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Phase 2: Live Forensic Triage Execution .3
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File Tools
Use Target options Use Module options
Target options Module options

ers\THM-4n6\De: ge! > Flush Add %d Add Yem Flush Add Add

| o Total execution time: 876.5133 seconds = [} X
Running 'RBCmd.exe': -d sers\THM-4n6\Desktop\Target --csv \Users\THM-4n6\Desktop\Module\FileDeletion -q A

Name Running ‘RECmd\RECmd.exe -d C:\Users\THM-4n6\Desktop\Target --bn BatchExamples\Kroll Batch.reb --nl false --cs

v ] v C: ) 4n6\Desktop\Module\Registry -q
‘SBECmd.exe': -d C:\Users\THM-4n6\Desktop\Target --csv C:\Users\THM-4n6\Desktop\Module\FileFolderAccess |

Running 'SQLECmd\SQLECmd.exe': -d C:\Users\THM-4n6\Desktop\Target --csv C:\Users\THM-4n6\Desktop\Module\SQLDatab
Running ‘SrumECmd.exe': -d C:\Users\THM-4n6\Desktop\Target -k --csv C:\Users\THM-4n6\Desktop\Module\SystemActivi
Running 'SumECmd.exe': -d C:\Users\THM-4n6\Desktop\Target\Windows\System32\LogFiles\SUM --csv C:\Users\THM-4n6\

esktop\Module\SUMDatabase
Executed 18 processors in 710.6843 seconds

Target variables

arget variables

Zip password Retain loc

Current command line
.\kape.exe --tsource C: --tdest C:\Users\THM-4n6\Desktop\Target --tflush --target KapeTriage --msource C:\Users\THM-4n6\Desktop\Target --mdest C:
\Users\THM-4n6\Desktop\Module --mflush --module !EZParser --gui

) s 12:25PM
L Type here to search =1 : Rain... & grs B

win-kape-updated-—badr 17min 8s

:Processing Details & Execution o
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Evidence Analysis & Phase 3: Forensic Findings .4
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Navigate to the KAPE directory placed on the Desktop in the attached VM. Run KAPE with your desired Target and Module options, and answer the following questions.

Hint: You can use EZviewer placed in the EZtools folder on Desktop to open CSV files,

Answer the questions below
Two USB Mass Storage devices were attached to this Lab Machine. One had a Serial Number 0123456789ABCDE. What is the Serial Number of the other USB Device?

1C6F654E59A3B0C1TID366AE v Correct Answer Q

7zip, Google Chrome and Moxilla Firefox were installed from a Network drive location on the Lab Machine. What was the drive letter and path of the directory from where these software

were installed?

Z:\Setup v Correct Answer

11/25/2 03:33 v Correct Answer Q
What search query was run on the system?

RunWallpaperSetup.cmd ~ Correct Answer 9
When was the network named Network 3 First connected to?

11/30/2021 15:4 v Correct Answer Q

KAPE was copied from a removable drive. Can you find out what was the drive letter of the drive where KAPE was copied from?

E ~ Correct Answer Q




:Recovered Artifacts & Key Findings .
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Verification & Conclusion .5
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Great work opexikuz103! Room completed!

Your skills are skyrocketing!

Completed tasks Points earned

=8 € 160

:Task Completion .

@B Guilall jlial S5 Lee dd all aldll (Tasks 8) Avladll algall asan alad) i)
eIl kil el 5 el



Share your win wi

KAPE completed!

ope

Completed tasks Points earned Streak
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Share on social media

Share your win before starting the next room

in Linkedin elegram X Twitter /X £ Facebook

Go to dashboard >

:Room Certification
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